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Keep It Secret! A File-
=ncryption Starter Kit

PASSWORD-PROTECT YOUR PERSONAL FILES SO THAT ONLY
YOU CAN SEE THEM. BY MATTHEW LAKE AND JEFF PROSISE

EVERYONE HAS SECRETS. Whether
it’s your CompuServe II} and password,
a confidential report, or a Christmas list,
there’s always something on your hard
drive or floppy disks that’s for your eyes
only. Here are several ways to keep se-
crets on your PC by serambling sensi-
tive files so that only you ean use them.
The password-protection routines
here are all based on a small file-encryp-
tion program called ENCRYPT.COM that
you create with DEBUG. Four batch
files—SCRAMBLE.BAT, SEE.BAT, GET-
.BAT, and SECRET.BAT—enhance the
program. SCRAMBLE encrypts files
with a password you provide, SEE shows
text hidden in encrypted files (when you
provide the right password), GET ex-
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tracts files from encryption, and SE-
CRET enables you to write confidential
information in a text {ile and encrypt it
in one step.

To pget these files onto your hard disk,
copy each of the listings in this article
into a text editor, and save them as text
files with the names indicated. Or,
download NCRYPT.ZIP, a compressed
file of all four batch files, from PC/Con-
tact’s data library 1 {Hot Tips/Secrets).
Save them in a directory mentioned in
AUTOEXEC.BAT's PATH statement,
stich as your batch or utilities directory,
so that you can run them from any
prompt.

Tales from Encryp}

Once you have the text file ENCRYPT-
.SCR on your hard disk, switch to the di-
rectory it's in and type the following
command to create the program EN-
CRYPT.COM. (Note: Ensure that there is
a carriage return following the final @ in
ENCRYPT.3CR, or your computer will
hang when you enter this command.)

DEBUG < ENCRYPT.SCR

Type DIR *.COM to verify that EN-
CRYPT.COM has been generated. Enter
ENCRYPT at the DOS prompt to see
ENCRYPT's command-line syntax. Use
redirection characters—the preater-
than (>) and less-than (<) symbols—to
specify your password, the file to be en-
crypted, and a filename for the new, en-
erypted file. Then test the utility by en-
crypting a text file in the current
directory—ENCRYPT.SCR is a good
choice—with the following command:

ENCRYPT "PASSWORD" < ENCRYPT.SCR
> TEST.ENC

Use DOS’s TYPE command to view
the contents of both ENCRYPT.SCR and
TEST.ENC and he assured that no word
processor or any other program can
make sense of the encrypted file.

ENCRYPT works by using a logical
operation called an exclusive OR (XOR)

that sets a destination bit to 1 or 0 de-
pending on the values of two source bits,
Each byte in the password is combined
in an XOR relationship with each byte in
the file, and the resulting byte is put into
the enerypted file, After a file undergoes
the XOR encryption process, its contents
are no longer recognizable, )

The remarkable thing about the XOR
algorithm is that running a file through
ENCRYPT a second time with the same
password decrypts the file, so you don't
need a separate utility. To restore the
file, enter a line with a syntax similar to
the original:

ENCRYPT "PASSWORD" < TEST.ENC
> RESULT.SCR

To check that the file is restored, type
COMP ENCRYPT.SCR RESULT.SCR, and
DOS should respond with “Files com-
pare QK"

If you need additional security, en-
crypt the file twice. After encrypting a
file the first time, use ENCRYPT on the
encrypted file, with a new password
(since using the same password would
Jjust deerypt the file). The resulting dou-
bly encrypted file will resist the most
determined efforts to decode it. To de-
crypt a doubly encrypted file, simply re-
verse the process. Run it through EN-
CRYPT with one of the passwords, then
run the resulting file through ENCRYPT
with the other password. Because of the
way the XOR encryption works, it
doesn't matter which password you use
first, as long as the passwords are the
same two you used to encrypt the file.

1

Want Those Files Scrambled?

Although ENCRYPT.COM waorks fine by
itself, its complicated command-line syn-
tax and rudimentary help instructions
leave a little to be desired. To make
things easier (and to guard against typ-
ing mistakes), use SCRAMBLE.BAT,
SEE.BAT, and GET.BAT.

Enter SCRAMBLE at a DOS prompt
for instructions from SCRAMBLE.BAT.
To enerypt an existing file of any sort—
text, formatted text or number, or bi-
nary (graphies or programs)—-use the
following symtax:

SCRAMBLE source,doc
password target.doc

If you miss any of the three required pa-
rameters, the bateh file's IF (%3)==()
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GOTQ INFO line jumps to a help para-
graph. You can customize any line in this
paragraph (just remember to precede
any line you want to see onscreen witl
an ECHO command). :

The batch file offers to delete the
criginal file as 2 security measure, If you
want to delete the original, press Enter.
For a little protection against DOS's
UNDELETE command, the bateh file
overwrites the original file with a single
word so that once you've deleted the file,
it's extremely difficult to restore the in-
formation. This poses a risk to your data
(if you forget the password, you'll never
get your file back), but it also provides a
fair amount of security.

SCRAMBLE.BAT.
@ECHD OFF

IF (%3)==() GOTO INFD .
ENCRYPT "32" < %1 > %3
Ecl-n. - "

1f you don't want to delete the origi-
nal, simply press Ctrl-C or Ctrl-Break
when the batch file prompts you, and
answer Y to DOS’s question “Terminate
Batch operation?” If you don't like this
option, just delete the lines between
ECHO. and :INFOQ or precede each of
them with REM to make them remarks
instead of instructions,

If you want to scan an encrypted text
file without first decrypting it, use
SEE.BAT. This batch file requires only
two parameters: the encrypted file's
name and the password. The batch file
redirects the deerypted information to
the DOS command MORE, which dis-
plays it onsereen one page at a time.

ECHO SCRAMBLE will remve every trace of the file you just hid,
ECHD except for password-protected information in an encrypted file,

ECHO unless you enter Ctrl-C or Ctrl-Break now.

ECHO Press any other key to delete the original file.

ECHO. L
PAUSE > NUL Se -
ECHO SECRET > %1
DEL %1
GOTO END
sINFO

" ECHO.

ECHO SCRAMBLE uses ENCRYPT.COM to encrypt a file you want to keep secret.

ECHO Use this syntax:

ECHO SCRAMBLE file password encrypted filename

ECHD. .
:END

SEE.BAT

@ECHO OFF
IF (52)={)} GOTO INFO
ENCRYPT 22" < %1 | MORE
070 OUT

_:INFD
ECHO,

ECHD Use this syntax:
ECHO SEE file password
ECHO,

GOTO END

OUT

ECHO.

ECHO SEE uses ENCRYPT to aisplay information hidden in encrypted files.

ECHO Press any key to clear the screen, or press
ECHO Ctr1-C to quit the batch file and keep the info displayed.

PAUSE > NUL
s
:END
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When you're finished reading the file,
SEE clears the screen so that nobody
else ean see your files. I you don't want
to clear the sereen, press Ctrl-C or Ctl-
Break to stop the batch file.

To extract a file from its encrypted
form and leave it on disk, use GET. This
bateh file requires three parameters: the
encrypted source file, its password, and
the target file. The DIR %3 command at
the end of the batch file verifies that the
file has been decrypted—if you get a
FILE NQOT FOUND statement, it's be-
cause there was a problem creating it.
Make sure that you entered the en-
crypted file’s name correctly and that it's
in the current directory or one in your
PATH. Then try running GET again.

Keep a Secret

A short text file containing such private
information as your credit eard num-
bers, online service ID numbers and
passwords, and appoiniments can be
crucial for the mobile computing expert.
To make a quick and confidential list,
use SEGRET.BAT, which sends the text
you enter to ENCRYPT. L
SECRET.BAT requires two param-
eters: output filename and password.
First, the batch file uses COPY CON to
create a text file from characters you
type. Enter data line by line, and DOS
stuffs it into a temporary file, TEMP-
TMP. When you've finished, press Ctrl-
Z (or F6) followed by Enter. The batch
file then calls ENCRYPT.COM and
passes it the name of the temporary file
and the two parameters you entered at
the DOS prompt. Finally, SECRET.BAT
overwrites the temporary file with a
single word (to make it difficult to re-
cover) and deletes it. l
Because SECRET.BAT uses tempo-
rary files, it ean promote disk fragmen-
tation by writing and deleting files. To
prevent this and to speed up perfor-
mance a noteh or two, edit the batch file

to send the decrypted temporary filetoa™

RAM disk, if you have one. To do this,
simply insert the RAM disk’s drive let-
ter before each instance of TEMP.TMP in
the bateh file. If your RAM drive letter
is G:, for example, the encryption line
would read

ENCRYPT "42" < G:\TEMP.TMP > %1

Putting the temporary file on a RAM
disk also will eliminate the remote possi-
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THIS MONTH’S FREE SOFTWARE All the public-domain and shareware programs,
batch files, and utilities featured in PC/Computing each month are available on our online
service, PC/Contact, or on disk from Public Brand Software for a fee. Here'sa sampling
of the programs you'll find this month. )

Protect Your Secrets ; Help, page 272
Everyone has secrets they want to protect, It might be a CompuServe password, a
confidential report, or even Junior’s Christmas list. We've compiled four programs
that together help you encrypt files, and then decrypt or simply view them. These
password-protection routines are based on a small file-encryption program called
ENCRYPT.COM that you create with DEBUG. Look for NCRYPT.ZIP in data library
1 (Hot Tips/Secrets). :

Enhance Your PATH string Help, poge 230
Feel constrained by DOS's arbitrary limit on the number of characters in your
PATH statement? The classic way to cireumvent that limit is to use the SUBST
command, as demonstrated in this month’s DOS column. But we've made an alter-
native available to you on PC/Contact. ADDTOIT.GOM, a short utility, can append
additional divectory names to the end of a PATH or break a long PATH into several
commands. Download ADDIT.ZIP from data library 1 (Hot Tips/Secrets).

New File Format for PC/Contact! .

" Starting with this issue, we'll be providing files in the popular ZIP file format. Files
stored this way offer several advantages. First, many files are stored in together in
an archive file so0 you don't have to dewnload multiple files. Second, the files within
an archive are compressed 50 that you can download the archive file faster, saving
telephone and connect charges. You need a program that supports ZIP files, how-
ever, and we offer several. PKZ110.EXE is a shareware collection of command-
driven utilities for managing files in the PKZIP format. If you favor a menu-driven

-~ format, check out the shareware PKZMEN.EXE. If you just want a free unZIPper,
try PDZIP.EXE. All ZIP utilities are in data library 0 (General/Forum Info).

HOW 10 JOIN PC/CONTACT

. For coment CompuSeave subscrbers, just ype GO PCCONTALT tu cecess the forum, Cost s bosed on C1S"s fee of $12.80 ger hour for
1,200,/2,400 bes ond $22.80 pes bour for 9,400 bes, Thete ts oa oddiional $2.50 ZfHe! mermbership tharge per moath for oll users,
wihich includes @ nomber of free services. For complete informotion, type GO THT:RATES when onkne.,

For new subscrbess, follor thesa steps: ‘
1. Set the Fofwing parameters wittin your communicotions program: 7 ato ki, even parity, 1 stop bit, and full duplex.

2. Call CompSarva's tolftea Customer Assttance Ling of (800} 8488990 (United States) or (B00) 635-6225 {Conoda). From other
countizs, B CepuServe died of (614) 457-8550. A vokeresponse system vill ask you i you want o bocokoccess rumber. Then
you'l be csked ta enter your phoae number and the speed ut whith you west fo access the system. CompuServe reodk back he local
nember yo'd us2 o oecess ihe senvice. . .

O, cof CompuServe with your modem. Set vp your modem ond felecommunkations pockoge wsing 7 dota bis, even parity, 1 stop bit,
ard ful duplex, ond call {800} 346-3247. When the modem connects, press Enter. When you sea the HOST NAME prompt, fype in
EHONES ond then it Entee, Then just follow the onscreen menus and neta the occess phone manber fos your areg,

3. Diclthe Yccoceess rumber with o modem. When you connect ta the aeheurk, press Cit fo et it atenfon.
.4, Bt the BOST KAME promst, type S (which i the acronym of the CompSenve Information Servie).

5, At the USERID promp, enter 177000,5300.

8. At the PASSWORD proct, enter PC/CONTACT,

7. At the EXTER AGREEASENT HUMBER proargt, bpa Z10DPCC.

8. 1 you bz srautte, collthe Custormer Assistence Line ot (8003 84B-8998. Arer you follow the abave procedures, the €15 system vill
provide you with your own uses [B—called 0 PPH—ond o tempornry passwocd. You eon than log on and begin fo explore P(/Contod.
In ghoutha weeks, you'l eceive u leter [rom €05 confiming your PPN ead providing you with 0 tew passwerd. You shoukd then dhangs
yout pussecrd by typing 60 PASSY/ORD ol any CIS peompt,

TOP PICKS ON DISK

You cun easéy get ol the publcdomein utilizs or shoveware tovered fo this manth's issue by coing the disk vendos Rublc Bicnd Softvure
of (800} 426-3475. Ask for shis manth's Editors” Picks from £C/Computing, They're varlate for 95 ot loss per disk (most disks hove
severd] wiisies ood programs on themd, plus §5 {or shipping ond bandling. Vise and MesterCharge ore neeepled,

-

GET.BAT

@ECHD OFF

IF (43)==() GOTO INFD

ENCRYPT "52" < %1 = i3

DIR %3

GOTO END

:INFO

ECHO.

ECHO GET retrieves files you've
ECHO encrypted with SCRAMBLE or
ECHO ERCRYPT. :
ECHD Use this syntax:

ECHO GET file password

ECHO decrypted_filename

ECHO.

:END

SECRET.BAT

@ECHO OFF

IF (32)==() GOT0 INFO

ECHD Enter your secret below.
ECHD Press Enter at the end of
ECHO each line.

ECHO Use as many lines as
ECHO necessary.

ECHO When you're done, press
ECHO Ctri-Z, Enter.

COPY CON TEMP.TMP > NUL
ENCRYPT "2" < TEMP.TMP > %1
ECHO SECRET > TEMP.TMP

DEL TEMP.TMP > NUL

GOTD END ]

+INFO

ECHO. !

ECHO SECRET.BAT lets you enter
ECHO text, and uses

ECHO ENCRYPT.COM to hide it in a
ECHO file of your choice.

ECHO Use this syntax for the
ECHO command: )

ECHO SECRET filename password
ECHO. i

sEND T :

bility that a snoop with a disk editor will
find the remnants of the decrypted tem-
porary file on your disk. Because the de-
erypted text in the RAM disk is never
written to your hard digk, it disappears
forever as soon as you fturn off your
computer.

One final word of warning to those
tempted to be inventive with their pass-
words: Don’t get carried away, There's
no key that will let you decrypt a file
whose password you have forgotten. For
safety’s sake, use the same password for
every file—you'll be less likely to suffer
a memory lapse. L4
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