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Spread Spectrum Primer
What is spread spectrum, anyway?

by Randy Roberts KC6YJY (ex-WA6BFN)

Photo A. Direct sequence spread spec trum signal (un-f iltered
BPSK). Note the suppressed carrier. Center f req.= 52 MHz with a
15 megahittsecond PN (3/ stage PN generator). Horit . scale = /
MH:/dil'. Vert. scale = / 0 dB/d;\,.

Spread spectrum uses widcband,
noise-like signals. Because spread

spectrum signals are noise-like, they
are hard to detect. Spread spectrum
signals are also hard to intercept or
demodulate. Further, spread spectrum
signals are harder to jam (interfere
with) than narrowband signals. These
low detcctability and anti-jam features
are why the military has used spread
spectrum for SO many years. Spread
signals are imemionally made to be
much wider-band than rbe information
they are carrying 10 make them more
noise-like.

Spread spectrum signals use fast
codes that run many times the infor
mation bandwidth or data rare. These
special "Spreading" codes are called
"Pseudo Random" or "Pseudo Noise"
cedes.

Spread spectrum transmitters use
the same transmit power levels as nar
rowband transmitters. Because spread
spec trum signals are so wide. they
transmit at a much lower watts-per
hem power density than narrowband
transmitters. This lower power density gives
spread signals a big plus. Spread and narrowband
signals can occupy the same band. with little or
no interference. Th is capability is the main rea
son for all the interest in spread spectrum today.

w hat's Spread Spectrum?

Spread spectrum radio communication is ignit
ing much discussion and speculation lately. In the
last few years there has been a lor of media atten
tion, congressional interest (IEEE Spectrum,
"Spread Spectrum Goes Commercial," August
1990, by Donald L. Schilling, Raymond L. Pick
holtz and Laurence B. Milstein. pp. 40-45). FCC
rulemaking, commercial product announcements
and marketing hoopla about this exciting new
field. Several very good articles on spread spec
trum (SS) have appeared in ham radio literature
and the ARRL's Spread Spectrum Sourcebook
has been in print for several years now. With all
of this activity you may sti ll have a few questions
about spread spectrum. how it applies to hams,
how it works and in general what all this alpha
bet soup (like PeN, PeS, COMA, TDMA and
frequency hopping) is all about. See the sidebar
for a defini tive guide. This article is intended to
gently lead you through some of the practical de
tails of today's modem commercial (and soon to
be ham) radio spread spectrum technology and
help you gain a basic understanding of the princi
ples involved in SS.

In 1983 lhe FCC issued a nonce of proposed
rule making authorizing the low power use of

spread spectrum techniques on a shared frequen
cy basis in the Industrial. Scientific and Medical
(IS M) frequency bands of 900, 2400 and 5500
MHz. These bands are also shared with amateur
radio operation s-so we hams have a direct
stake in what happens with this kind of equip
ment Since 1983 the FCC has revised and clari
fied the rules for spread spectrum operation un
der Part 15 of their rules. Hams have been able
to legall y use spread spectrum under Pan 97
rules for a number of years, also. However, the
FCC rules for ham spread spectrum have been
quite restrictive and have had the net effect of al
most eliminating ham radio experimentation in
spread spectrum techniques. Recent commercial
developments with Pan 15 equipment and a new
FCC Special Temporary Authority (STA) (R. A.
Buaas K6KGS request for STA, FCC file num
ber 7230-A, granted April 17, 1992) provide a
renewed impetus to the amateur community to
make more use of spread spectrum techniques. In
light of the possible awakening of a ham spread
spectrum community, I hope [0 spur some inter
est in the ham builder/experimenter to put some
of these ideas to practical use.

More About Spread Spectrum

Simply put, spread spectrum trades a wider
transmission bandwidth for bener signal-to-noise
ratio and reduced transmiued power density. Two
types of spread spectrum implementation are in
fairly common use today: Frequency Hopped
and Direct Sequence. Frequency hop (FH) and

direct sequence (OS) are pretty well
known, mature techniques today.
Other more exotic forms of spread
spectrum such as chirp. time hopping
and hybrids of frequency hop and di
rect sequence are not in general usc
in low-cost Pan 15 equipment and
will probably remain only in the mili
tary province for several more years.
The following paragraphs will de
scribe freque ncy hop and direct se
quence techniques in a little more de
tail and show that pseudo-noise code
techn iques prov ide the common
thread through all spread spectrum
types.

Frequency Hop

Frequency hopping can provide
the easiest method of utilizing spread
spectrum. Any radio wi th a digi tally
controlled frequency synthesizer can
(theoret ically) be convened to a fre
quency hopper. This conversion re
quires the addi tion of a pseudo noise
code generator that is used to select
the frequencies for transmission or

reception. Most hopping systems utilize uniform
frequency hopping over a band of freque ncies.
This is not absolutely necessary if both the trans
mitter and receiver of the system know in ad
vance what freq uencies are to be skipped. Thus.
a freque ncy hopper in, say, 2 meters could be
made that would skip over commonly used re
peater input and output frequency pairs. A fre
quency hopped system can use analog or digital
carrier modulation and can be designed using
conventional narrowband radio techniques. De
hopping in the receiver is done by a synchro
nized PN code generator which drives the receiv
er's local oscillator frequency synthesizer.

Direct Sequence

The most practical. all -digital version of
spread spectrum is di rect sequence. A direct se
quence system uses a locally generated pseudo
noise code to encode digital data to be transmit
ted. The local code is generated at a rate of 10 10
100 limes the data rate to be transmitted. Data
for transmission is simply exctusive-Ok'd with
the faster pseudo noise code. The composite
pseudo noise and data can be passed through a
data scrambler to randomize the output spectrum
(and thereby remove discrete spectral lines). A
direct sequence modulator is then used to double
sideband suppressed carrier modulate (also
called Binary Phase Shift Keying-BPSK) the
carrier frequency to be transmitted, resulting in a
signal spectrum as shown in Photo A. Other
forms of carrier modulation are possible with di-
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recover a spread spectrum signal. 1be corretator
actually tben "spreads" out a narrowband mter
ferer over the receiver's total detection band
width and thus only the IOtal integrated signal
dcnsity or signal- to-noise ratio dete rmines
whether there will be interference or not. All
spread spectrum systems have a threshold or tol
erance level of interference beyond which useful
communication ceases. This tolerance level or
threshold is related to the spread spectrum pro
cessing gain, Processing gain is Ihe ratio of the
radio frequency (RF) bandwidth to the informa
lion bandwidth,

Typical 55 anti-jam (AJ) radios have a pro
cessing gain of from 10 to 20 dB, depending on
rhe data rate, They can tolerate total jammer
power levels of from 0 to 8 or 10 dB (jamming
margin) stronger than the desired signal. Yes, the
system can .work at negative signal-to-noise ra-

rsALE EIMAC TUBES
8877 - 3CX1500A7
Individually $495 each
2·6 t ubes $450 each

Matched Pairs $1099

-----~~-iY:.:=-:-2:£..,~-. __.._-- ------_.,.--- -----
=~.~.;-..:==-... -- -._---
-~ -"'"""=----

~._-~--". _-~

~- -=--..=---

,~-=---;:" -:-.~=:.:-:.:::---:=
~-, '-'-~'-- ---- - .__....__ .. -'-"-----

;:?-;•• -
::' _-"
~- ---- , --

...~"'_._. - ,._ ...--_._,
_';""- " ~:::.'':::0'.-:..-= ~'':''';~ ':":':.-.. -....-.- ""--"---'

'~.;:. -:. --';:"-."::::::';'~.--~-:" ':;:':"

.... ...
' I'U."T" ..

-"

Add $4.50 for shipping
and handling.

COD orders welcome.

Made in USA!

TheJAntenna!

CIRCLE 229 ON READER SERVICE CARD

CIACU! 17 0IiII RUDPt SEJfVJCf: CARD

P.O. hOX 2199. U Grallada, ( 'A 9~OIS.!I"

REAL GAIN! 2,9 dBd
low SWR ! less than 1.5:1

Weatherproof Aluminum and
Stainless construction.

Also available
Doppler RDF units $450

S. Douglas RF Devices
P.O. Box 246925

Sacramento, CA 95824
(916) 688-5647

Comes fully assembled
and tuned for fast and

easy installation.

2 Meter Performance!

Don'.
M iss an

I ssue!

SPREAD SPECTRUM SCENE

See Au!': . 7J.
page 72 for

tletails.

VI SA I vrc
1I0lJ-.~2-l-9211~

FA'" 41~n...n.L- - - - - - - - - - 1

Sl9.9!i/y r. US
S4~.(IGI~'.ar

For ";!:8 A ir .' h i l

CIRCLf: 250 ON RUDER SERVICE CARD

PC GOESIWEFAX 3 .0 " • proIes5'Ol"o<li fa. rececton . ys,
lem fof 1lle IBM PC ~ ncluOes llI1 A"' iFM demodulator ,
IOIl",are, cassene lutmial end 325 page ma naLJI. C~k

th,s parllal hSl of O<Jr advanced lell1ures

RM, up to 1200x800.256 APT LaULon, Grods
Unsrtended OperatlOll Orbillll PreootlOll
COO'llatoon F'1iTIlI Loopong
Zoom. Pan. RotatlOll PCX& GIF Export
COntrastControl Grayscale f'r1t'rIIng
TlIW>g Osc*>seope Inlr..ed~
P!'I<:*JonetrylHostol;ra'ns V8<1llble lOG & lPM

reel sequence, however BPSK or differential
phase shifl keying (DPSK) are the simplest and
most often used techniques.

A spread spectrum receiver uses a locally gen
erated replica pseudo noise code along with a re
ceiver correlaror 10 separate out only the desired
coded information or messages from all possible
signals. A spread spectrum correlator can func
tionally be thought of as a very special matched
filler-it responds on ly 10 signals that are encod
ed with a pseudo noise code that matches its own
locally generated replica code. Thus, a spread
spectrum ccrrelaror can be "tuned" to different
codes simply by changing its local eeoc. This
corretaror does not respond 10 man-made, natural
or artificial noise or interference. II responds on
ly to spread spectrum signals with identica l
matched signal characteristics and encoded with
the identical pseudo noise code.

PC HF Facs,mlle 6lI IS a complete sno<twave FSI< 1• •
""""" lor !he IBM PC • ndutln an FSK~.
lOftware, 250 page ......... 8I'O:l tutonIII casseIIe e- or
wr~. 1or • all ' IJ*!te C8'a'Og 01 pr(Iducls

PC HF FACSIMILE 6.0 $99
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frequency or in the same freq uency band can be
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Now, the Catch

Sold on spread spectrum yet? Sounds great
doesn't it? Note. however. that above I described
how each type of spread spectrum worked when
each receiver was presumed to have PN synchro
nization with its companion transminer. This re
quirement for PN sync is what makes spread
spectrum system design tough. There are three
major problems in spread spectrum PN systems:
acquisit ion , synchronization and tracking. All
three problems are part of the general problem of
estimation and/or tracking of PN code phase
(timing) and frequency. These problems cause all
the complexity that is associated with PN system
operations. Sync problems are slightly different
with each type of spread spectrum. but the main
problem is the same. How does a receiver 's PN
generator rapidly, wimout significant loss of 113·
ta, lock onto and track changes in a transminer's
PN code generator? A complete answer 10 this
question is really beyond the scope of this intro
ductory ankle; bowever. thc secre tlies in the de
sign of the receiver correlator and its related pro
cessing. Current commercial Part 15 equipment
uses both serial (sequential or trial and error) and
parallel digital correlarors. Many of these com
mercial designs usc custom ASIC or LSI chips to
accompli sh the required PN acquisition and
tracking operations.

Interfacing and Networking

The latest generation of commercial Part 15
SS radios, some soon to be available 10 hams (in
a private correspondence with Mr. Dewayne
Hendricks WA8DZP, president of Tetherlcss Ac·
cess. Ltd., in February 1992, Dewaync stated
that Tetherless radios will soon be available to
hams through PacComm in Florida), are easily
interfaced to any asynchronous communications
equipment at data rates up 10 several hundred
kB/sec, No special interface circuitry is required.
The radio transmits and receives in half duplex
mode-s-mat is, it either transmits or receives data
at any instant of time. The terminal hooked to the
radio determines whether the radio is transmit
ting or rece iving by selling the "Request 10

Send" li ne, Several options are available for
hardware/software handshaking with the "Clear
to Send" and " Device Carrier Detect" signal
lines, To summarize the typical SS radio capabil
ity, lhe equipment can be thought of as a radio
combined with a digital modem and a form of
packer-radio-like mc. Several of the commer
dally available SS radios (some of the more
commonly available commercial SS radios are
sold by GRE America, Symbol Technologies,
Proxim , Senses Data Corporation, Cylink,
O'Neil Communications and Qualcomm) include
AX.25, X.25 or Tep/lp networking protocol s
soft ware or firmware. At the current time these
radios can use small networks that can be built
up, entirely by software, with up to 32 or more
network nodes, thus providing limited PCN/PCS
capabilities. Typical SS radios in the network can
be designated to be a digipeater (a uore-and-for
ward. single-frequency repeater) by software.
Several digipeaters can also be connected in tan
dem 10 extend network communications well be
yond simple "l ine of sight" radio ranges.
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Spread Spectrum Primer HOW TO GENERATE A LEGAL FCC PN CODE
Here is one tried and true (almost foo lproof) Pseudo Noise (PN )

Continuedfrom page 32 ~r.lIor circuit thaI requires no EPROM or- PLD progr.1mmer lor
soft....are either.) The main advantage of Ibis design is thai it generates
a seven-stage. length 127 maximal length shifl register ~ueoce that
is legalto usc ullder current FCC Pan 97 amateur radio ru les.

• • Simple, short length troor- to I] ,slage; maximal length shift regis-
ter (MLSR\ sequence generators arc oflen used [0 provide simple PN

" It
O'"f~ code generators for 55 systems. These simple generators usually per-
=t ., form very wen when started from the correct initial conditions or

::~~
when reset at po....er up. However. most of these simple crrcuus can

~ It 3t '-:' hang up and SlOP generating anything (they can gel sud:) when an all

• ones (or an all zeroes) condition occu rs. Which condition mill causes- ...., hang up or ho.... it gOl lo lhis condition is. immalerial--the: darn thing is
L ... broken "'hen this happens! l1Je circuit concept shown in Figure I

-
I sotves this problem ~ery nicely and even includes an EPOCH sync de-

u : lector as w'eli lfor data timing. scope sync. or whalever ).

• The circuit of Figure I is bui lt from twc 74 HC 1 7~ !ohift registers,_. "",,..-,. one H HC86 and 1....0 H HC.\O NAND gales. As shown. the: generatorr:::j:: J=i """,,-,.
uses feedbac k from lhe lasl shift register stage as well as from the first•• ...,..-,.
shift register stage, as the FCC requires. This connection.....hen startedoc. ro~ from the all-zeroes state. will always generate the correct MLSR se-

,-~
~. """..

",,",,- ' querce. The top NAND gate looks for ibc occurrence of an ali-ones

I - -, coodinon (an indication of being Muck) and resets the shifl registers to

all zeroes if this coodnion should ever occur. TIle bonom NAND gale
detects the occurrence of the all zeroes , ondition which marls the
Slart of a PN cy<'1e of length 127, al~ mown as a PN EPOCH. The

Figurr I . Sim/ )/c' 7-sw ge PN generator: EPlX"H signal is coiocident with the stan of the code repeat cycle and
is useful for sampling or synchrooiLing input data for Direct Seqcence
Spread Spectrum lDSSS) modulalion.

C"I~ ~•••. "'.M.' traffic and protocols could be transparemly handled via Ihese....._..... -
~ . ,.. • • ~ I...... ;;. ... ........

" - ., :::c: "' _M gateways . Will SS techn iques have any impact on ham radio in- :::t::~, • • the near future? Probably not- unless a renewed phase of ham,,, .. ~~
, ;Y ~

., .,....,. ., • radio experimentat ion takes place. Personal com puters are now• • ,.,.. _..... n,_ .. ..".,_.~ ".n._. _ ..,. ..,.
a fact of life in ham radio. So is packet. Will SS become old hat

"- and used every day, like VHFN HF SSB is" Time will tell . I..--~.... •y."'.., ... .............. think SS is one of the bigger challenges for hams-a-with inge-
-& nuity and dedication hams may enter tbe 21st century using SS

and keeping most of our bands out of ibe hungry commercial
Figure 2. Filtered BPSK modulator blocs: diagram, tnreresrs' hands . iii

Use of dedicated Pes or Macs with SS ra
dios will be necessary unt il an integrated and
well-defined data com munication inte rface set
of standards have been generated (commercial
work along this line is being done by the IEEE
802. 11 committee-c-hams ha ven 't started this
effort yell . The major feature Ihal an industry
standard hardware/software interface provides
is a very simple and flexible way to channel
(or multiplex ) diverse sources and sinks of da
ta to/from SSradio equipment. Standard PC or
Mac (Appleta lk) based mu ltiple COM channel
boa rds are being integrated into commerci al
SS radio ho st pe s and message routing soft
ware can be easily modified to handle multiple

AJ
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COMA
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COO,
COARELATOR
DE·SPREADING

DIVERSITY
DPSK

MULTIPLE ACCESS
NARROWBAND
NOISE·L1KE
PeN
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async data rates and protocols.

Are We Hams Ready for 55?

A very important part of a foreseeab le na
tionwide spread spectrum system is the ability
of the spread specuu m system to interface with
other existing packet-based te rrestr ial and/or
satellite-based or other amateur radio communi
cation s facilitie s . Several communication
switching centers (or gateways ) could be in
stalled ar various points throughout the US to
handle digital voice. fax. te jerype or otter com
munications that require routing outside a na
tional spread spectrum network or national ham
radio PCN/pc5. Standard ham communications

SPREAD SPECTRUM GLOSSARY
Arlli-Jam-desigfl8d to resist inlellerenoe Of jamnWIg,
Bi'Iary Phase Slitt Keying-digitaI DSB suppressed canief~lion.

Code DMsion ...."iple Arress a way to i'lerease dlamel capadly.
The time iIlakes 10 "allSffiit a bit orsingle symbol 01 a PN code.
A(jgilal bit stream with ooise-lke char.Jderistics.
The SS receiYel componenIlhal demo<Uales a spread scectren fiI11al
The prooess IJ5ed by a c:orrelatOf to I'8COVi:!r nal'l'OWtland inlonnatiOn from a
spread spectrum Signal.
Sharing a signal characterishc 10 allowmore users in lhe same trequency band.
DiffererltialPhase SMt Keying--a Simplified BPSK where onlydata irenslncns are
transmitted.
A method lor accomodatirlg more users in the same trequency band.
A signal whose bandwidth ison the Ofoer 01 its information bandwidth.
Having prccenes that cause the appearance 01!rue ranclom noise,
Personal Commtncation Network..
Personal CorMw..ncation System.
Pseudo Noise a digCai signal with ,Cl"SB Ike propertes

HOW TO GENERATE A
USEFUL BPSK SIGNAL

Figure 2 shows a block diagram of a BPSK
modulator that is usefu l on the ham bands. Spec
trum limiting Ibeth pre-modulation and RF band
pass filtering ) is included in Ihis design. As the
unfi ltered BPSK spectrum POOIO shows. Spread
Spectrum BPSK is I relatively wideband modula
tion that can splatter out of a band. Pre- or post
modulation filtering must be used for mosl ham
applical ions.

The c1o,:k for the PN generator. shown in Fig
ure I . is derived from a lTL crystal oscillator.
This furnishes rte "chip" clock signal. The chip
clock must be 127 times the data rate for proper
operation with this PN generator, The PN genera
tor's output drives an impedance matching circuit.
then a passive LC, a three- to five-pole BUller
....onh lew-pass filter. This filter uses a cutoff fre 
quency approximately 0.75 limes the chip clock
rare. This filler is used to - round" off lhe sharp
edges and spiLes that are present on ltle lTL oct
pul of lhe PN gtlll.'Talor. This filtered. AC-coopled
signa.l lben drives ltle IF (OC-coupled portl of a
doubly-balanced mixer (DBM). The LO port of
ttle mixer is driven by a c rystal oscillator-multipli
er chain or a frequency synthesizer to provide an
RF tarrier for the modulator. Finally. the mixer's
RF port dri ves a bandpass filter to provide the
modulator's output RF signal. Optionally. just an
output tow-pass filter thai reduces rransmnrcr har
monics can be used instead of the bandpass filter.
Funrer amptifw:ation aAll frequency conversion. if
needed. comes althis point in an amateur foldio 5S
transmiuer,
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