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How To Decipher
Secret Messages

Looking for a new way to use your computer? Try
deciphering secret messages and breaking codes.
Its a natural for your computer and plenty of fun.

FREDERICK W. CHESSON

THE BEALE PAPER NO. | SUPPOSEDLY
describes the exact location of a treasure
trove of gold, silver and gems deposited
about 1820 somewhere near Bedford,
VA. The message is the first part of a
famous cryptographic trio. The second
describes the treasure and was solved
many years ago using the Declaration of
Independence as a key. The third paper is
said to give the names of the treasure-
party members and their next of kin.
Ever since the second paper was deci-
phered, many attempts have been made
to find the key to the first and third
messages. Neither the Bible, Shake-
speare, the United States Constitution or
any other federal documents have pro-
vided any clues.

In recent years, treasure hunters with
metal detectors, ‘“‘alleged decipher-
ments,” and some cryptic clairvoyant
revelations have roamed the mountain
countryside, much to the annoyance of
local property owners.

Meanwhile, back in the computer labs,
endless reams of printouts spew forth and
video displays scan flickering alpha-
numerics, as new key-texts and endless
variations of old ones are statistically
analyzed for meaningful letter patterns.
It is, in fact, from the data-processing
area of the Beale treasure hunt that the
only so far known monetary reward has
materialized. In 1970, Dr. Carl Hammer,
director of the UNIVAC Division,
Washington, DC, was awarded the $500
first prize for his paper: “Signature Si-
mulation and Certain Cryptographic
Cades,” by the Third Annual Simulation
Symposium.

A collection” of jumbled alphabetical
and geometric figures is shown in Fig. 1.
This represents the second in a series of
alleged messages from “Zodiac,” the
slayer of at least 10 persons in the San
Francisco Bay area, circa 1969. The text
is reported to contain information con-
cerning Zodiac’s true identity. If deci-
phering the cryptogram leads to the kill-
er’s arrest and conviction, a reward of at
least satisfaction, if not a monetary pre-
sentation, may await the lucky code-
breaker.

Terminology

Code-making and breaking has its own
terminology, as follows: Cryptology
covers the entire scope of secret commu-
nications: Written codes and ciphers, in-
visible inks, microdots, voice scrambling,
infrared and ultraviolet signaling and
even electronic jamming and count-
ermeasures.

Cryptography concerns the written
word, whether transmitted by paper or
electronically. Enciphering is that pro-
cess by which information is rendered
unintelligible to the uninitiated. Normal
words, or plaintext, are converted into
ciphertext. When ciphertext is prepared
for transmission or just received, the
message is called a cryptogram. Deci-
phering refers to the reverse process, in
which ciphertext is again turned into
plaintext for all to read. An unauthorized
attempt to break the cryptogram is vari-
ously described as decrypting, cryptanal-
ysis or simply old-fashioned code-break-
ing.

While the terms code and cipher are

often used interchangeably, cipher is gen-
erally considered an overall term for an
enciphering process. Code more narrowly
describes a process-in which a complete
word, phrase or entire sentence is re-
placed by a group of letters or numbers.

Cipher groups

There are two major groups of ciphers,
both with a host of subdivisions. A trans-
position cipher scrambles its original let-
ters or words about according to routes or
geometrical patterns. The word “cipher”
can be transposed into “perchi,” for
example.

Substitution ciphers are often found in
their simplest form in many newspaper
cryptogram puzzles. Plaintext letters are
replaced by other letters or numbers,
according to a general formula and with
a particular key, which indicates which
letter will become what other letter or
number. In the simple-substitution ci-
pher, the key remains the same for the
entire message; the letter E is always
replaced by X, A by Q, T by Z, etc.

More secure systems use multilettered
keys, in which E is replaced by J the first
time it is used, then by F, then by W or
even by itself. Generally speaking, the
longer and more random the key, the
safer the message.

A modern practical system is pseudo-
random key-generator. This system,
operating on shift-register principles,
produces an apparently random series of

bits and zeros, which may be further

transformed into ecqually random-ap-
pearing key letters or numbers. A 20-
stage register could, for example, provide
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m@ctinve stream of over one million

bits,

The code-breakers, however, have used
computer-assisted cryptanalysis to prove
that what is not purely random can be
fairly quickly ‘broken. Today, the prob-
lems of secure data transmission between
computer centers and terminals are the
latest chapter in a story as old as
recorded history itself.

Microcomputer-based cryptography

Even the most basic microcomputer,
combined with an ASCII keyboard input
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FIG. 1—SECOND ZODIAC MESSAGE of 1969 contains the identity of

and a video display output, can perform
many cryptographic functions, including
encoding, decoding and cryptanalysis.
Such things as FORTRAN or BASIC
compilers and line printer outputs for
hard copy, while useful accessories, are
not really necessary for the beginner to
try cryptography.

As a matter of fact, a slight modifica-
tion to the TV Typewriter circuit (see
Radio-Electronics, Septecmber 1973 is-
sue) will permit the device to code and
decode simple substitution-cipher mes-
sages, and to make trial decipherments
for a wide variety of other substitution-
type ciphers.
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TVT modifications

The 512-character memory of the orig-
inal TV Typewriter is adequate for most
cryptograms. Even 256 characters are
sufficient for the majority of these puz-
zles, and 128 will work for most of the
“recreational cryptopuzzles.”

You need some sort of “‘store and
compare” circuit. This permits a char-
acter that will be replaced to be tempo-
rarily stored and compared with the oth-
er characters in the memory, one step at
a time. When a match is made, then the
character in question is replaced by an-
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the killer.

other one by depressing a selected key on
the keyboard.

For example: Consider “XYZQZ KU
CVLXYZQ LVZ . . " Noting that Z
occurs rather frequently, you could sub-
stitute E, the most common letter in the
English language. First Z is keyed into
the temporary memory, then the memory
is scanned, with the replacement E keyed
in. Every time a Z is encountered in the
cipher-text, it is replaced by E. This
results in the displayed text now ap-
pearing as: “XYEQE KU CVLXYEQ
LVE . . > The location of the two E’s in
the first word suggests “there.” Substi-
tuting X =T, Y = H, and Q = R yields

“THERFE KU CVLTHER LVE”. Al-
though there isn't much firm-statistical
information in this brief fragment, you
can feel reasonably confident in substi-
tuting K =1L U=S§, C= A,V =N,
and L = O, giving “THERE IS AN-
OTHER ONE.”

The trial decipher process can be con-
sidered an “examine and replace’ logic
routine as follows: “Does memory loca-
tion 1 = A? If yes, replace location I
with B and go to the next location. If no,
go on to the next location. Continue until
the nth location has been examined.” The
basic flow chart is shown in Fig. 2.

The hardware for this TV Typewriter
routine consists of a 74174 hexlatch for
storing the character to be replaced, and
an 8160 6-bit comparator, for determin-
ing whether the particular character in
the memory being examined is the same
as in the hexlatch. The general circuitry
is shown in Fig. 3.

Operation

To encode a message, first clear the
screen, leave a few blanks and write in
the normal alphabet from A to Z. On the
next line, directly- below, type in the
cipher alphabet. Having then written in
the message and checked it for accuracy,
home the cursor and turn off the WRITE
ENABLE.

The choice of an enciphering alphabet
is up to the user and his correspondents.
In hobby-type cryptography, generally
no plain letter is represented by itself in
the ciphertext. Two typical cipher alpha-
bets are shown below:

Plain: ABCDEFGH | JKLMN,etc.
Cipher: QWERTYU | OPAS D F, etc.
Plain:. ABCDEFGH | JKLMN,etc.
Cipher: Z KRYPT /| CABDE F G, etc.

Notice the key word, kryptic, in the
second cipher alphabet. Sometimes the
plain alphabet is keyed; sometimes both
alphabets are keyed. It is only necessary
that letters not be repeated. Some solvers
consider recovering keywords as interest-
ing as solving the message itself.

To encipher “A,” depress the A key on
the keyboard,while briefly engaging the
WRITE key or switch. Now press the Q, z,
or whatever key the cipher equivalent
represents, and activate the CLEAR
switch. This should cause every A on the
video display to be replaced by Q, Z or
equivalent. Similarly, proceed down the
alphabet to Z (assuming the message has
a Z in its text), noting that each plain
letter is replaced by its cipher equiva-
lent.

Decoding is similar. For accuracy,
again just write in the plaintext and
cipher alphabets, one above the other,
before entering the message. When you
have finished replacement, there should
be two normal alphabets above the plain-
text message, which will serve as a check
that all the cipher letters have been
processed.
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COMPARE:
DOES MEMGRY (W)
=A
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SUBSTITUTE:
MEMORY(N)
]

NN+ INCREMENT
TO NEXT
MEMORY
LOCATION

FiG. 2—FLOW CHART for substituting letter B
for letter A in a memory of N Jetters.

Cryptanalysis

The following suggestions can help in
the solution of simple-substitution cryp-
tograms:

1. Frequency count: The letter "E”
is the most common in the En-
glish language. The other vowels,
except for “U,” show a high per-
centage as well. For standard En-
glish, the precedenceistETA O|
NSHRDLUCPFMWYBGYV
KQXJZzZ

2. Single letters are almost always A
orl.

3. Vowels and consonants tend to
alternate, as E-R-E, D-A-N, etc.

4. Certain letters tend to form re-
versals: ER-RE, ES-SE, ED-DE,
etc.

5. Two- and three-letter combina-
tions (called di-grams and tri-
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FIG. 3—EXAMINE AND REPLACEﬂ circuit for the TV Typel_nritell.

B
grams) have their own frequengy-
count precedence, such as TH,
HE, AN, IN, ER, RE, ED, EN, THE,
AND, ION, ING, ENT, ARE, FOR.

6. Letter patterns help: when V-W-
X-X-V-Y suggests L-I-T-T-L-E,
and Q-K-Y-G-Y, the commonly
used T-H-E-R-E.

7. Word patterns are aiso useful. If
XYZ appears frequently, it may
well be THE, and WM XYZ or JU
XYZ might turn out to be IS THE,
or OF THE.

When writing in a trial solution, try to
avoid confusing cipher letters for plain-
text trial letters. If the cryptogram con-
tains E, T, A, 1, etc., replace these at the
start with numerics, like 1, 2, 3, 4, elc.
With the 63-character set available on
the original TV Typewriter and most
similar sets, transpose the cryptogram’s
letters into nonalphabetic numeric char-
acters. For example, if you make a
frequency count of the cryptogram and

.

find that X, 1, V, Z, and O are the high-
est, then they and the others can be
replaced by:

X 1 v Z O T Y A B
1 2 8 4 5 6 7 8 9

The problem can also be eliminated by
having an upper- and lower-case char-
acter set. [t also helps to have the original
ciphertext permanently on view. This can
be done by writing in the trial decipher-
ment letters under the cryptogram letters
as follows:

XYZQZ KU CVLXYZQ LVZ
THERE T HER E

The circuitry requires some additional
IC’s; but in cryptograms of under about
250 letters (and spaces), it eliminates
lengthy keyboard rewriting when the
cryptanalysis becomes hopelessly gar-
bled. R-E

Digital clocks and watches win
places in design show

The second annual Design and Engineer-
ing Exhibition, held in Chicago this sum-
mer, selected among its exhibits two Zenith
electronic time-display devices, among the
83 consumer electronics products exhib-

“BILLBOARD* AM/FM CLOCK RADIO, the Ze-
nith J465W, presents a design innovation, the
“billboard” mounting, in clock radios. Place-
ment of the display and the large illuminated
numbers make the clock readable even across

a room.

ited for their innovative design.

“Billboard styling” is introduced in one
device, the Billboard electronic digital
clock radio. Among other features, the
clock includes an alarm display that indi-
cates the exact minute to which the alarm is
set. A power reserve feature keeps the
clock circuits functioning for up to four
hours in the event of an accidental discon-
nection from the line or a power failure.

The other device, the Port Royal elec-
tronic quartz watch, combines digital and
traditional approaches, featuring hands-
and-dial display for hours and minutes and

an LED digital display for reading out the

seconds and date. This new model is man-
ufactured by Zenith Time S.A. in Switzer-
land, and will be available in the United
States this Fall.

The Design and Engineering Show is
sponsored by the Consumer Electronics
Group of the Electronic Industries Associa-
tion (EIA).

Teamsters sponsor daily CB
newscast

The International Brotherhood of Team-
sters who, more than any other group, has
been responsible for the tremendous
growth and ‘popularity of CB radios, are
providing a daily public service newscast to
participating radio stations.

The National CB Radio Network broad-

casts news of interest to the entire spec-
trum of CB enthusiasts, from seasoned
veterans to laymen. The programs include
news stories on the latest equipment and
technology, FCC regutation updates, spe-
cial events, celebrity interviews, as well as
human interest stories.

CB industry group backs FCC
rulings

The EIA’s Citizens Radio Section, a
group of CB manufacturers working with
the Federal Trade Commission on improv-
ing CB radio rules, recently endorsed a
ruling barring the sale and use of linear
amplifiers. These amplifiers, which raise CB
station power to more than the 4 watts
allowable, provide considerable amounts
of interference to CB’s and other electronic
equipment.

The CB group has also backed a pro-
posed FCC rule change on the type accep-
tance of commercially produced amateur
radio equipment. It is recognized that there
are two groups of such equipment: one
designed for legitimate amateur use, the
other purporting to be such but actually
intended for improper use. Although the
latter equipment is rarely sold to legitimate
amateurs, the Citizens Group believes that
a ruling on type acceptance would be in the
public interest. R-E






